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INTRODUCTION

WHAT IS AI?
	 Artificial Intelligence (AI) is a subdiscipline 
of computer science, a branch that aims at 
approaching tasks with extended and simulated 
human intelligence through computational tools 
and systems.1 Artificial intelligence encompasses 
computational systems designed to perform 
tasks that typically require human intelligence, 
though the underlying mechanisms may differ 
substantially from human cognitive processes. 
These systems use algorithms and statistical 
models to recognize patterns, make predictions, 
and solve problems like a human does.1 The 
manner in which humans approach a task differs 
significantly from the way an AI would. The 
evaluation rubric taken by an AI model is designed 
to solve specific problems through pattern 
recognition and data-driven learning, with the 
primary goal of augmenting human capabilities. 
AI systems differ from traditional computing 
programs through their ability to learn from 
data and improve performance without explicit 

reprogramming the posterior assumptions. Unlike 
rule-based programs that execute predetermined 
instructions, AI systems can identify patterns, 
adapt to new inputs, and make decisions based 
on probabilistic models trained on large datasets.1 
AI systems employ diverse learning mechanisms. 
In supervised learning, algorithms are trained on 
labeled datasets to recognize patterns and make 
predictions. Deep learning architectures, such as 
convolutional neural networks (CNNs), process 
data through multiple layers of interconnected 
nodes, with each layer extracting increasingly 
abstract features. Other approaches, including 
decision trees, support vector machines, and 
ensemble methods, use different mathematical 
frameworks to achieve similar pattern recognition 
goals. With given data and time to refine the 
algorithm, an AI is proven to perform complex 
tasks such as image recognition, language 
processing and problem-solving.2 Building on these 
capabilities, exponential AI adoption is observed 
along various fields, offering unprecedented 
efficiency and accuracy. In healthcare sector 
especially, AI-driven technologies are enhancing 
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disease diagnosis, treatment planning, and even 
robotic surgeries. One particularly promising area 
is microbial diagnosis, where AI is accelerating 
the identification of pathogens, improving 
accuracy, and aiding in the development of 
targeted treatments. By leveraging vast datasets 
and sophisticated algorithms, AI is not only 
complementing human expertise but also pushing 
the boundaries of what is possible across diverse 
domains.

Brief history of AI in microbial diagnostics
	 The history of AI in microbial diagnostics 
shows a significant evolution from traditional 
methods to more advanced systems that enable 
efficient and more accurate diagnoses. In the early 
phase of its conception, microbial diagnostics 
solely relied on conventional approaches such as 
culture techniques, microscopy, and molecular 
analysis. AI revolutionizing the field is only 
observed in the recent years, particularly with 
the advancement of machine learning (ML) and 
deep learning (DL). These AI-driven techniques 
can rapidly analyse complex datasets, such as 
genetic sequences and clinical data, to identify 
microorganisms with exceptional precision.3 AI has 
also aided in predicting antimicrobial resistance 
(AMR) and understanding microbial interactions, 
making it an invaluable tool in personalized 
medicine and public health surveillance.4,5

	 The application of Artificial Intelligence 
(AI) in microbial diagnostics has transformed 
significantly, driven by advancements in 
computational efficiency, machine learning, and 
biological data analysis. In its formative years 
(1950s-1980s), AI was not more than a basic logic-
solving machine that was focused on solving basic 
mathematical and logic problems, far removed 
from medical or microbiological applications. 
Microbial diagnostics during this period mainly 
involved culture-based methods (growing bacteria 
on selective media) and microscopy, methods 
that required skilled manual interpretation. 
Later in the 1980s and 1990s, systems such as 
MYCIN revolutionized the scope of diagnosis 
of various bacterial as well as blood-borne 
diseases such as sepsis and meningitis among 
many other diseases.6,7 MYCIN was a rule-based 
expert system that employed backward chaining 
inference to diagnose diseases and recommend 

antibiotics based on the inputs provided by the 
user.6,7 However, MYCIN faced significant barriers 
to clinical adoption, including the computational 
limitations of the era, concerns about liability, 
and the challenge of maintaining and updating 
its knowledge base as medical understanding 
evolved. These limitations highlighted the need 
for more adaptive, data-driven approaches. In 
the 2000s, the field of microbial diagnostics began 
leveraging machine learning (ML) and pattern 
recognition algorithms for more sophisticated 
and accurate pathogen identification. Automated 
Susceptibility Testing systems like VITEK 2 and 
Phoenix use machine learning algorithms to 
determine the susceptibility of microorganisms 
to antibiotics.8 AI algorithms were employed to 
analyse flow cytometry data to detect, classify, 
and quantify microorganisms in real time.9 These 
algorithms could differentiate between bacteria, 
fungi, and other microbial contaminants in clinical 
samples based on cell size, shape, and fluorescence 
signals.9 BacT/ALERT, a microbial detection system 
developed by, used machine learning algorithms 
to detect the growth of bacteria and fungi in blood 
culture bottles.10 Even traditional techniques 
such as PCR (polymerase chain reaction) became 
more efficient with AI, enhancing and automating 
the detection and quantification of given DNA/
RNA samples.11 Machine learning data was 
integrated with an AI algorithm to be used in 
conjunction with microarrays, which enhanced 
its detection capabilities by scanning thousands 
of genetic markers simultaneously or gene 
expression patterns. This allowed microarrays to 
be used in identifying pathogens and detecting 
resistance genes in microbes.12 One of the notable 
breakthroughs of this era was MALDI-TOF MS 
(Matrix-assisted laser desorption ionization-
time of flight mass spectrometry). MALDI-TOF 
uses protein profiles to identify bacteria and 
fungi based on their mass spectra.13 AI-powered 
algorithms analyse these spectra to match them 
against reference databases of microbial species, 
significantly reducing the time for diagnosis 
compared to traditional culture-based methods.13 
A procedure that used to require several days 
such as culturing bacteria and subsequent 
biochemical testing, can now be completed 
within minutes. MALDI-TOF MS remains a 
cornerstone technology in clinical microbiology 
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laboratories and has expanded beyond routine 
identification to include antimicrobial resistance 
profiling, strain typing, biomarker discovery, and 
integration with machine learning algorithms 
for enhanced diagnostic accuracy for identifying 
pathogens like E. coli, Staphylococcus aureus, and 
Candida species.7,14 In the 2010s, the advent of 
Next-generation sequencing (NGS) allowed large 
scale analysis, integration and interpretation of 
microbial data more accessible. (NGS) is a powerful 
technology that has revolutionized genomics 
and has profound applications in microbial 
diagnostics, enabling rapid, comprehensive, and 
highly sensitive analysis of microbial DNA and 
RNA.15 Unlike traditional sequencing techniques, 
such as Sanger sequencing, NGS allows for the 
parallel sequencing of millions of DNA fragments, 
providing a much more detailed view of microbial 
genomes, communities, and resistance patterns 
of said microbial species. Platforms such as 
Explify MetaPhlAn (Metagenomic Phylogenetic 
Analysis) utilise AI and NGS technology to 
sequence microbial genomes.15,16 In recent times, 
an extensive integration into deep learning AI 
have further improved the scope of microbial 
diagnostics. CRISPR technology being a notable 
example, has also been adapted for rapid and 
sensitive detection of microbial pathogens. 

Techniques like SHERLOCK17 and DETECTR18 utilize 
CRISPR to identify specific nucleic acid sequences 
associated with pathogens, enabling quick 
diagnosis. Overview of the progression of artificial 
intelligence in diagnostic applications is depicted in 
Figure 1. AI has played a crucial role in increasing 
the efficiency of existing technologies and also 
helped in building derivative methods such as 
Whole gene sequencing (WGS), anti-microbial 
resistance (AMR) prediction and metagenomic 
sequencing among other technologies used in 
the sector.15 Advancements in AI have greatly 
enhanced the speed and accuracy of microbial 
diagnostics, while also enabling the efficient 
analysis of large and complex datasets. As a result, 
AI has become an indispensable tool in modern 
clinical microbiology, supporting more timely and 
informed decision-making in healthcare.

Artificial Intelligence in Microbial Diagnostics: 
A Deep Dive into Models, Mechanisms, and 
Outcomes
	 The AI models discussed below represent 
different mathematical approaches to classification 
and regression problems in microbial diagnostics. 
While their underlying mathematics varies 
considerably, they share common goals: to identify 
patterns in complex microbial data, classify 

Figure 1. Overview of the evolution of artificial intelligence in medical diagnostics, highlighting key milestones and 
advancements (Source: Created through Miro AI)
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organisms accurately, and predict characteristics 
such as antimicrobial resistance. Understanding 
these models’ strengths and limitations is essential 
for appropriate clinical implementation.
	 Predicting antimicrobial resistance and 
analysis of bacterial growth patterns reflect some 
of the advantages of the artificial intelligence in 
microbial research and diagnostics. Therefore, 
it becomes imperative to comprehend how an 
AI algorithm functions before we can enhance 
these tools or fix their shortcomings. While the 
mathematical foundations of these models may 
be complex, the core principles are accessible 
to anyone with a keen interest in the subject. In 
the following sections, we will explore some of 
the most commonly used AI algorithms and their 
applications in microbial analysis. 

K-Nearest Neighbours (KNN)
	 K-nearest neighbours (KNN) is a widely 
used algorithm used in various types of microbial 
diagnostics. The KNN algorithm classifies microbial 
species by comparing them with pre-existing data 
inputs. The K-value in KNN denotes the closest 
number of related specimens or “neighbours” in 
the dataset.19 For example, in the case of sample 
identification, the KNN searches for the nearest 
neighbours in the dataset based on various 
parameters. Also, in the case of the classification 
of a novel microbe, KNN can categorise the new 
microbe by comparing it with neighbours based 
on adjusting the K-value.20 Here the K-value 
signifies the number of organisms against which 
the organism of interest is tested on various 
parameters.19 The K-value becomes relevant to 
the accuracy of the search result as increasing or 
decreasing this value influences the outcome of 
the result, therefore, the optimal K-value ensures 
a suitable balance between capture patterns and 
noise from irrelevant results.19 There are quite a 
lot of applications of KNN in microbial diagnostics, 
aiding in and improving the accuracy of search 
diagnosis. One such application was when a group 
of researchers detected the presence of bacterial 
species (Escherichia and Salmonella typhimurium) 
in biofilms using Fluorescence Hyperspectral 
Imaging.21 Various ML algorithms were utilised in 
this study but the most prominent among them 
was KNN which facilitated the classification of 
fluorescence data. It achieved over 90% specificity 

in detecting and categorising biofilm bacteria, 
showing a  higher degree of efficiency over 
other AI models.21 Another research conducted 
by  Trunojoyo University provided evidence in 
the ability of KNN to classify accurately, which 
allowed them to classify bacterial species such 
as Vibrio cholerae, Staphylococcus aureus, and 
Streptococcus based on existing microbial data 
available on existing datasets with over 91.11% 
accuracy (with K = 5) and over 97.77% (with K = 
9) by utilising Chebyshev method.20

Logistic Regression (LR)
	 The logistic regression type of ML 
algorithm is a deterministic and statistical method 
used for ‘Binary Classification’, which means it 
gives the output in the form of absolute states 
such as ‘yes’ or ‘no’, ‘infected’ or ‘not infected’ 
etc. Hence, this type of algorithm is known as 
a “Classifier Algorithm” and is primarily used in 
situations where the outcome is dichotomous. 
This algorithm analyses all the variables present 
in a regression-like function and coalesces the 
result (based on the decision boundary) into a 
definite category classifying it into one of the 
two categories present.22,23 This algorithm can 
be trained with data to obtain specific results 
such as the  presence of specific pathogens or 
specific biomarkers in blood, urine or food.24 For 
example, the dataset that has been used to train 
the algorithm comes from various tests which may 
have resulted as positive or negative based on 
the presence of a pathogen in the sample based 
on the decision boundary which is nothing but a 
threshold value beyond which the algorithm makes 
the decision. Then it represents the provided data 
as a sigmoid curve which denotes the chance of 
an event occurring. When the test data is fed into 
the algorithm it finally terminates the outcomes 
in one of two binary outcomes available and that 
is the working of this algorithm in a concise form. 
Among various applications of logistic regression 
such as microbial classification,25 logistic regression 
offers various uses such; LR studies have found the 
link between a disbalance between gut microbiota 
and diseases like irritable bowel syndrome (IBS) or 
Crohn’s disease26; LR models can also incorporate 
microbial biomarker data to predict the presence of 
microbes well before the presence of symptoms.24 
Logistic regression is a versatile tool in microbial 
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diagnostics, providing reliable, interpretable, 
and fast predictions. Despite some limitations in 
handling complex, non-linear relationships, logistic 
regression remains a valuable method, especially 
when combined with careful feature selection and 
appropriate data-handling techniques.22

Naive Bayes (NB)
	 The naive Bayes algorithm is a robust, 
non-probabilistic, conditional algorithm suitable 
for large datasets.27,28 The term ‘Naive Bayes’ is 
divided into two terms; the algorithm is based 
on the Bayes Theorem which "The conditional 
probability of an event A, with respect to another 
event B which has occurred priorly as a quotient of 
probabilities of both the events A and B occurring 
individually".27,28 The ‘Naive’ part of the term 
confers the fact that attributes used to come to 
the final output are considered independent of 
each other.27,28 For an analogy, to identify an object 
such as a lemon, the possible attributes can be its 
colour (yellow), shape (round) and nature (citrus). 
These features are independent of each  other, 
meaning that they do not influence each other but 
yet together they help to classify the object based 
on these very attributes from vaguely different 
objects such as the sun which even though it  is 
round and yellow, is not citrus and also differs 
from a lemon in terms of its size and physical and 
chemical composition. NB assigns each object a 
class based on the input and predicts the class 
with the highest probability as the output of the 
sequence.29 Due to its simplicity and effectiveness, 
NB possesses various applications in diagnostics.30 
Recently, a study conducted has highlighted the 
benefits of Artificial Intelligence (AI) utilised Naive 
Bayes (NB) algorithms to predict hospital-acquired 
infections (HAIs). This approach significantly 
improved the ability to detect multiple infections 
by analyzing specific attributes, enabling accurate 
differentiation between infected and non-infected 
individuals with significant precision.30 Another 
study leveraged AI detection capabilities to 
determine certain biomarkers in the gut microbiota 
that are linked with Lung Adenocarcinoma 
(LUAD).31 In conclusion, the Naive Bayes is a 
powerful tool utilised in microbial diagnostics 
due to its simplicity, efficiency, and effectiveness 
in processing large genomic datasets. It also 
enables rapid and accurate pathogen detection, 

antimicrobial resistance profiling, and infection 
risk prediction, which can be crucial while working 
on real-time clinical applications. Its probabilistic 
approach effectively manages complexity and 
accounts for noise in microbiological data, making 
it ideal for high-throughput sequencing and 
microbial classification.30

Support Vector Machines (SVM)
	 SVMs or support vector machines 
are a  powerful class of AI algorithms, capable 
of higher dimensional (or simply n-dimensional) 
regression and classification of clinical or non-
clinical data.32 In SVM, a  suitable algorithm 
assigns classes for different points of data on a 
graph and tries to find a plane of separation or a 
‘hyperplane’.32,33 This hyperplane acts as a margin 
between classes of data points based on given 
parameters and hence becomes suitable as a 
classifier that can function linearly and non-linearly 
as well. It is similar in function to LR but varies 
vastly in its design, classification and regression 
aspects.33 SVM regresses data by maximising the 
margin between classes of data points while LR 
performs a regression-like function to determine 
the probability of an outcome by first screening it 
through a decision boundary which collapses the 
result into a binary outcome and then represents 
the data as a sigmoid curve for analysis.32,33 SVM 
has been widely used recently in the field of 
microbial diagnostics due to its ability to compute 
complex, high-dimensional datasets that are 
typical of microbial and genomic data.34 Studies 
have successfully classified microbial pathogen 
species based on their DNA and RNA sequences. 
This was accomplished through SVM, which 
analyzed thousands of gene expression levels 
within the genetic data of various pathogenic 
strains.34 Another research even showed the 
prowess of this technology when integrated with 
other existing techniques such as MALDI-TOF MS 
(Matrix-assisted laser desorption ionization-time 
of flight mass spectrometry). SVMs, when trained 
on labelled data and integrated with MALDI-
TOF MS, were able to classify unknown spectral 
patterns in given samples, massively reducing 
time in microbial identification.30 Despite its 
limitations such as high computational cost and 
high sensitivity to outlier data, SVM is widely used 
in biological research.35
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eXtreme Gradient Boost (XGBoost)
	 XGBoost is a robust machine-learning 
algorithm typically designed for supervised 
learning tasks such as classification, regression and 
ranking.36 It utilises an ensemble learning approach 
through which it can achieve high accuracy and 
efficiency, making it suitable for processing complex 
datasets, such as those encountered in diagnosis 
of microbial data.36,37 Ensemble learning involves 
the use of weak learner models such as decision 
tree (DT) model37 that operate sequentially to 
reduce errors from previous iterations.36,37 XGBoost 
utilises multiple weaker learner models to reach 
to the outcome and achieve the aforementioned 
tasks. The decision tree algorithm is widely used 
in AI and ML is primarily utilised for regression 
and classification tasks.36 As the name suggests, 
a  decision tree forms a structure with various 
nodes that closely resemble the shape of a tree.38 
A typical decision tree consists of the following 
nodes: root node, internal node and leaf node. The 
root node is the entry point of the data.38 Further 
splitting of data occurs based on the  highest 
information gain. Data then goes to internal nodes 
where further decisions are made based on values 
specific to attributes of the data that is fed.38 The 
data finally ends up as leaf nodes which signifies 
the final classification or regression value.38 Both 
XGBoost and Decision Tree (independently) 
can process large data sets while maintaining 
interpretability throughout the operation.39 
Therefore, XGBoost has numerous applications 
in microbial diagnostics.40 A notable use case 
is in the  prediction of antimicrobial resistance 
pathogenic strains, specifically bacterial strains.34,37 
XGBoost has successfully predicted antimicrobial 
resistance in bacterial strains, with studies 
forecasting minimum inhibitory concentrations 
(MIC) for Klebsiella pneumoniae isolates, indicating 
the identification of drug-resistant and virulent 
strains. In Another study XGBoost models 
in conjunction with SHAP  (Shapley Additive 
exPlanations) has been used to predict water 
contamination by targeting the  classification of 
faecal water indicator bacteria such as Escherichia 
coli in water samples.34,41 Moreover, XGBoost has 
also been used effectively in disease diagnosis, 
specifically in the diagnosis of colorectal cancer in 
patients.34 This study indicates that XGBoost can 
differentiate between individuals with colorectal 

cancer and those in good health by categorising 
microbiome samples from patients with the 
disease.34,42

Artificial Neural Network (ANN)
	 A r t i f i c i a l  n e u ra l  n e t w o r k s  a r e 
computational models that seek to mimic the 
structural and functional intricacies of the human 
brain. In human the nervous system’s functional 
unit is made up of billions of neurones. Similar 
to this, a neural network is made up of various 
node types that communicate with one another 
and create internodal connections depending on 
both the threshold value that mimics reasoning 
and the rigorous model training.43,44 A general ANN 
has primarily three types of nodal layers based on 
their roles; the first is the input layer which can 
only receive data and relay it to the hidden layers. 
The hidden layer consists of interconnected nodes 
working sequentially, relaying information until 
it concludes with a reasonable outcome.44 Then 
the information is relayed to the output layers 
which process the reasoned knowledge done by 
the hidden layers and produce the outcome.44 
In general, ANN is referred to as ‘Black Box’ AI 
because the connections within the nodes of 
the hidden layer and its processing cannot be 
monitored or tracked.45 This lack of transparency 
creates a lack of bias in computational reasoning 
which gives it the capability to correct and refine 
its output.45 ANN shows prospects in the field of 
microbial diagnostics as it is capable of information 
storage and retrieval. This type of AI contains a logic 
centre and hence, is the only algorithm capable of 
identifying single-species polymorphism45 Another 
study done on ANNs proved to be more efficient in 
diagnosing spectral data from mass spectrometry 
and Raman spectrometry data than conventional 
methods. Furthermore, without requiring any 
significant preparations, ANN trained with spectral 
data from Surface-Enhanced Raman Spectroscopy 
(SERS) and Raman spectroscopy was able to 
achieve high sensitivity detection of pathogens 
like Salmonella and E. coli from unlabelled data.46

Random Forest (RF)
	 Random Forest AI is also a type of 
ensemble AI, recognised for its capability of 
executing complex regression and classification 
tasks on supervised as well as unsupervised 
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data.47 In order to accomplish this, RF uses several 
Decision Trees (DT) applied gradually to marginally 
different subsets or variations of the data.47,48 This 
is one of the main features of RF that allows it to 
perform better with both labelled and unlabelled 
data by accounting for and correcting overfitting. 
The algorithm was trained on this dataset, and 
each tree within the random forest applied 
specific criteria to make individual decisions. 
These decisions are then aggregated through 
a voting mechanism, with the majority choice 
determining the final output.47 The ensemble 
nature, allows this AI to approach the same data 
from different perspectives ensuring that it simply 

does not memorize the whole data but learns from 
it and applies the information gained to other 
data as well.47 Due to its versatility, RF has been 
used widely across various fields. In the field of 
microbial diagnostics, RF has proven particularly 
effective in detecting rare microbial species in 
complex samples. This capability is essential for 
diagnosing infections involving multiple microbes 
and conditions linked to the gut microbiome,48 
Instead of isolating species anomalies from a large 
microbial dataset, the RF model can be trained 
to eliminate background noise (essentially, the 
genetic data of known microbial species). This 
process enhances its sensitivity to rarer microbial 

Figure 2. Summary and categorization of various AI models based on their function and utility (Source: Created 
through Miro AI)
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species, effectively performing feature selection. 
RF can also handle nonlinear relationships as well, 
it is capable of identifying a plane of classification 
even when there are multiple features or lines 
of differences involved.49 Due to its ensemble 
nature and the tendency of the model to work 
on variant data subsets allows the model to be 
robust and allows a higher degree of classification 
even with large microbial data.48 A summary and 
classification of different AI models based on 
their functionalities and practical applications is 
presented in Figure 2. 

Limitations of AI in diagnostics
	 In the previous section, we reviewed 
the evolution of AI, the various types of AI 
models, and their applications in microbiological 
diagnostics. The following section will examine the 
limitations of these earlier approaches as well as 
contemporary industry models and their broader 
implications. Understanding and addressing these 
gaps is essential for improving model design and 
ensuring adaptability to emerging diagnostic 
challenges.

How AI models are not specific?
	 Most AI models lack the  specificity to 
distinguish between closely related bacterial 
species or various bacterial strains.50 Training 
the model in a large data sets becomes a bargain 
between balancing excessive noise from unwanted 
data and maintaining optimal specificity to identify 
and classify the organism with high certainty. 
This phenomenon is known as the  sensitivity-
specificity trade-off.51,52 This dilemma is more 
pronounced when dealing with large sample 
data.51,52 However, there is also a catch in 
developing AI for specific microbial screening and 
diagnosis. The development of a specific AI model 
will lead to a loss in sensitivity as for a rarer/specific 
microbial strain, there will be less data on which 
the AI can be trained.34,53 This negates any chances 
of acquiring any false positive results but the 
opposite can be observed when dealing with rare 
microbial species in a large microbial data set.53,54 
In clinical applications, most AI models are mainly 
designed to prioritize sensitivity to negate missing 
potential disease-causing microbes.53,54 A recent 
study also highlighted this limitation, reporting 
that although AI models have shown strong 

performance in pathogen identification, accurately 
differentiating closely related species remains 
challenging because of the presence of homologous 
sequences.55 Due to this, the alignment of unique 
pathogenic genomic data from reference genomes 
becomes a challenge due to the short size of the 
pathogenic genomic sequence.55 Another study 
utilized miRNA (MicroRNA) biosensors for the 
detection of pathogenic microbes.56 They also 
utilized AI assistance for the characterization and 
identification of microbial species. However, the 
similarity in miRNA sequences among closely 
related pathogenic species proved to be a 
challenge for AI to distinguish which led to the 
generation of false results.56 All this, however, 
can reduce specificity, making the AI model more 
susceptible to false positives.53 Other factors 
such as the dominance of common species and 
inadequate feature selection for classification, 
adversely affect the characterisation capabilities 
of an AI as both these factors are the consequence 
and the cause, respectively, of the aforementioned 
sensitivity-specificity trade-off.57,58 Additional 
factors such as data heterogenicity induce further 
biases which can potentially reduce the accuracy 
of diagnosis.59 To mitigate the chances of error, 
the AI algorithm must be trained with expansive, 
large data sets and requires better levels of 
association even with higher-order classification. 
This limitation is very critical as to why AI models 
are not confidently adopted on a wider scale.

Threat of reproducibility crisis 
	 The application of AI in microbial 
diagnostics faces a reproducibility crisis similar to 
that observed in broader scientific research. Many 
AI models demonstrate impressive performance 
on their development datasets but fail to replicate 
these results when applied to independent clinical 
populations. This occurs due to several factors: (a) 
training datasets that don’t represent the diversity 
of real-world clinical samples, (b) overfitting to 
institution-specific laboratory practices or patient 
demographics, (c) lack of standardized validation 
protocols across studies, and (d) publication 
bias favouring positive results. Recent evidence 
shows that AI diagnostic models’ performance 
often drops 10%-30% when validated externally, 
highlighting the critical need for multi-centre 
validation studies before clinical deployment.
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	 Current AI models have been able 
to achieve tremendous achievements in the 
fields of biology, medicine and other clinical 
sciences. These AI models show great promise 
and prospects for revolutionizing diagnostics 
across various disciplines. However, despite all 
the capabilities of these AI models, the adoption 
of AI on a wider scale has not occurred yet. This 
lack of adoption can be attributed to several 
factors which need to be addressed before any 
widescale implementation. The unpredictable 
nature of AI models such as ANNs creates a void in 
understanding how the AI comes to its conclusion. 
The Blackbox nature of the AI raises concern as 
there is no way of tracking how the hidden layers 
interpolate the information and how it is projecting 
the result.60 Extrapolating this information on a 
larger scale can become a challenge as unknown 
anomalies or unknown errors or biases can 
affect the outcome, producing erroneous results 
and eventually creating uncertainty around 
outputs.61,62 Insufficient data can also lead to 
models not being able to generalize microbial 
data across different strains, resulting in poor 
diagnostic accuracy.3 Furthermore, the lack of 
a  large amount of clinical data set is the very 
reason as well as the cause of AI not being 
implemented into widescale operations.63,64 Any 
regulatory body around the world will require high 
clinical validation to permit any large-scale use.65 
This validation requires the creation of large and 
diverse data sets in order to train and form a robust 
AI model that can diagnose disease and identify 
causal organisms with high certainty in a manner 
that remains consistent to a  higher degree.65-67 
Specific pathogen identification algorithms that 
incorporate ML (machine learning) or DL (deep 
learning) require large data sets to accurately 
assess variations in the genome to identify 
differences in microbial species.5 Such large-
scale testing at a clinical level is yet to be seen 
but despite we can acquire such large data sets, 
understanding complex polymicrobial interactions 
between disease-causing microbes and gaining 
plausible data for classifying rare microbial species 
will still be a challenge. 

Small data set 
	 Taking inferences from the previous 
section, it is sufficient to say that AI models require 

extensive data sets to characterise microbial 
species, AMR species, or a particular species 
of interest in polymicrobial infections.5 There 
are many reasons why we need large data sets, 
and all of them are necessary to create a finer 
line  between what is required and what is not. 
The primary factor we need extensive data, as 
mentioned earlier, is to achieve a higher level of 
characterisation in multiple parameters, not just 
in a single parameter.68 These parameters may 
include differences in genes, their expression 
(meta transcriptomic data), surface proteins 
or metabolites produced.68 Another reason for 
necessitating large data acquisition is to classify 
and characterize rare microbial species.69 Training 
an AI model to identify rare microbial species 
in a polymicrobial infection is often difficult as 
there is simply very little data present about rare 
microbial species as compared to common ones.69 
This skewed distribution of data creates a bias in 
the AI model, making it easier to identify more 
common species as compared to rarer ones simply 
because there is not enough data.7 This dilemma is 
highly accentuated when classifying new or even 
rarer species.70 Fortunately, when classifying rarer 
species, AI such as RF may perform with adequate 
accuracy as there is still some metagenomic 
sequencing data, 16S rRNA amplicon sequence 
data, or gene expression (meta transcriptomic 
data).70 But in the case of classifying new bacterial 
species, there is simply no existing data that can be 
referred to and therefore can become challenging 
to form a line of difference between species and 
decide on what metric to distinguish them with 
comfortable certainty.70 Unfortunately, due to the 
lack of this data, it becomes difficult to implement 
this diagnostic method in a clinical setting.

Reliance on supervised data and supervision and 
lack of improvisation
	 The reliance of AI models on supervised 
data is another one of the key limitations that still 
puts a question on its wide-scale implementation, 
especially in microbial diagnostics. Supervised 
learning involves training AI models on labelled 
datasets, where input data are paired with 
known outputs. In microbial diagnostics, this 
refers to using datasets where microbial genomic 
sequences are linked to specific pathogens or 
resistance profiles. Dependency on extensive high-



	  www.microbiologyjournal.org1051Journal of Pure and Applied Microbiology

Kalia et al | J Pure Appl Microbiol. 2026;20(2):1041-1056. https://doi.org/10.22207/JPAM.20.2.53

Ta
bl

e.
  S

um
m

ar
y 

of
 sh

or
tfa

lls
 o

f v
ar

io
us

 A
rti

fic
ia

l I
nt

el
lig

en
ce

 a
lg

or
ith

m
s

Ch
al

le
ng

es
	

De
sc

rip
tio

n	
Im

pl
ic

ati
on

La
ck

 o
f S

pe
ci

fic
ity

	
AI

 m
od

el
s o

fte
n 

st
ru

gg
le

 to
 d

iff
er

en
tia

te
 b

et
w

ee
n 

cl
os

el
y 

re
la

te
d	

Th
is 

lim
ita

tio
n 

ca
n 

le
ad

 to
 m

isi
de

nti
fic

ati
on

, r
es

ul
tin

g i
n 

in
ap

pr
op

ria
te

  
	

ba
ct

er
ia

l s
pe

ci
es

 o
r s

tr
ai

ns
 d

ue
 to

 h
om

ol
og

ou
s s

eq
ue

nc
es

 a
nd

 sh
or

t 	
tr

ea
tm

en
t p

la
ns

 a
nd

 p
ot

en
tia

l p
ati

en
t h

ar
m

.
	

pa
th

og
en

ic
 g

en
om

ic
 se

gm
en

ts
.

Se
ns

iti
vi

ty
-S

pe
ci

fic
ity

	
Ba

la
nc

in
g 

se
ns

iti
vi

ty
 a

nd
 sp

ec
ifi

ci
ty

 is
 c

ha
lle

ng
in

g;
 e

nh
an

ci
ng

 o
ne

	
A 

hi
gh

 s
en

siti
vi

ty
 m

ay
 in

cr
ea

se
 fa

lse
 p

os
iti

ve
s,

 w
hi

le
 h

ig
h 

sp
ec

ifi
ci

ty
  

Tr
ad

e-
off

	
oft

en
 c

om
pr

om
ise

s t
he

 o
th

er
, e

sp
ec

ia
lly

 w
ith

 ra
re

 p
at

ho
ge

ns
 d

ue
 	

m
ay

 m
iss

 a
ct

ua
l i

nf
ec

tio
ns

, a
ffe

cti
ng

 d
ia

gn
os

tic
 re

lia
bi

lit
y.

	
to

 li
m

ite
d 

tr
ai

ni
ng

 d
at

a.

Da
ta

 H
et

er
og

en
ei

ty
	

Va
ria

bi
lit

y 
in

 d
at

a 
so

ur
ce

s,
 fo

rm
at

s,
 a

nd
 q

ua
lit

y 
in

tr
od

uc
es

 b
ia

se
s,

 	
In

co
ns

ist
en

t d
at

a 
ca

n 
le

ad
 to

 u
nr

el
ia

bl
e 

di
ag

no
sti

cs
 a

nd
 h

in
de

r 
th

e  
	

re
du

ci
ng

 th
e 

ac
cu

ra
cy

 a
nd

 g
en

er
al

iza
bi

lit
y 

of
 A

I m
od

el
s.

 	
m

od
el

's 
ap

pl
ic

ab
ili

ty
 a

cr
os

s d
iff

er
en

t c
lin

ic
al

 se
tti

ng
s.

Li
m

ite
d 

Cl
in

ic
al

 D
at

a	
Th

e 
sc

ar
ci

ty
 o

f c
om

pr
eh

en
siv

e,
 h

ig
h-

qu
al

ity
 c

lin
ic

al
 d

at
as

et
s	

W
ith

ou
t 

ro
bu

st
 d

at
as

et
s,

 A
I m

od
el

s 
ca

nn
ot

 a
ch

ie
ve

 t
he

 a
cc

ur
ac

y  
	

ha
m

pe
rs

 th
e 

tr
ai

ni
ng

 a
nd

 v
al

id
ati

on
 o

f A
I m

od
el

s.
 	

re
qu

ire
d 

fo
r c

lin
ica

l a
do

pti
on

, d
el

ay
in

g t
he

ir 
in

te
gr

ati
on

 in
to

 h
ea

lth
ca

re
.

O
ve

rfi
tti

ng
 D

ue
 to

	
Tr

ai
ni

ng
 A

I m
od

el
s o

n 
sm

al
l d

at
as

et
s c

an
 le

ad
 to

 o
ve

rfi
tti

ng
, w

he
re

	
O

ve
rfi

tti
ng

 re
su

lts
 in

 m
od

el
s 

th
at

 la
ck

 g
en

er
al

iza
bi

lit
y,

 m
ak

in
g 

th
em

  
Sm

al
l D

at
as

et
s	

th
e 

m
od

el
 p

er
fo

rm
s w

el
l o

n 
tr

ai
ni

ng
 d

at
a 

bu
t p

oo
rly

 o
n 

ne
w,

 u
ns

ee
n 

	u
nr

el
ia

bl
e 

fo
r b

ro
ad

er
 c

lin
ic

al
 a

pp
lic

ati
on

.
	

da
ta

.
Re

lia
nc

e 
on

 S
up

er
vi

se
d	

AI
 m

od
el

s o
fte

n 
de

pe
nd

 o
n 

la
be

le
d 

da
ta

 fo
r t

ra
in

in
g,

 w
hi

ch
 is

 sc
ar

ce
	

Th
is 

re
lia

nc
e 

lim
its

 th
e 

m
od

el
's 

ab
ili

ty
 to

 id
en

tif
y 

em
er

gi
ng

 o
r 

le
ss

- 
Le

ar
ni

ng
	

fo
r r

ar
e 

or
 n

ov
el

 p
at

ho
ge

ns
. 	

st
ud

ie
d 

pa
th

og
en

s,
 re

du
ci

ng
 it

s d
ia

gn
os

tic
 sc

op
e.

Bl
ac

k-
Bo

x 
N

at
ur

e 
of

 A
I	

M
an

y 
AI

 m
od

el
s,

 e
sp

ec
ia

lly
 d

ee
p 

le
ar

ni
ng

, o
pe

ra
te

 a
s "

bl
ac

k 
bo

xe
s"

, 	
Th

e l
ac

k o
f in

te
rp

re
ta

bi
lit

y r
ai

se
s c

on
ce

rn
s a

bo
ut

 tr
us

t a
nd

 ac
co

un
ta

bi
lit

y  
M

od
el

s	
off

er
in

g 
litt

le
 in

sig
ht

 in
to

 th
ei

r d
ec

isi
on

-m
ak

in
g 

pr
oc

es
se

s.
 	

in
 c

lin
ic

al
 d

ia
gn

os
tic

s.

Re
gu

la
to

ry
 a

nd
	

AI
 m

od
el

s r
eq

ui
re

 e
xt

en
siv

e 
va

lid
ati

on
 a

nd
 re

gu
la

to
ry

 a
pp

ro
va

l	
De

la
ys

 in
 a

pp
ro

va
l p

ro
ce

ss
es

 c
an

 s
lo

w
 d

ow
n 

th
e 

in
te

gr
ati

on
 o

f 
AI

  
Va

lid
ati

on
 C

ha
lle

ng
es

	
be

fo
re

 c
lin

ic
al

 d
ep

lo
ym

en
t, 

w
hi

ch
 is

 ti
m

e-
co

ns
um

in
g 

an
d 

co
m

pl
ex

. 	
di

ag
no

sti
cs

 in
to

 h
ea

lth
ca

re
 sy

st
em

s.

Et
hi

ca
l a

nd
 P

riv
ac

y	
Th

e 
us

e 
of

 p
ati

en
t d

at
a 

in
 A

I m
od

el
s r

ai
se

s i
ss

ue
s r

el
at

ed
 to

 p
riv

ac
y, 

	
Et

hi
ca

l c
on

ce
rn

s 
m

ay
 li

m
it 

da
ta

 s
ha

rin
g,

 a
ffe

cti
ng

 th
e 

de
ve

lo
pm

en
t  

Co
nc

er
ns

	
co

ns
en

t, 
an

d 
da

ta
 se

cu
rit

y.
 	

an
d 

tr
ai

ni
ng

 o
f r

ob
us

t A
I m

od
el

s.

In
te

gr
ati

on
 w

ith
 E

xi
sti

ng
	

In
co

rp
or

ati
ng

 A
I d

ia
gn

os
tic

s i
nt

o 
cu

rr
en

t c
lin

ic
al

 p
ra

cti
ce

s r
eq

ui
re

s	
Re

sis
ta

nc
e 

to
 ch

an
ge

 a
nd

 th
e 

ne
ed

 fo
r n

ew
 in

fr
as

tr
uc

tu
re

 ca
n 

hi
nd

er
  

Cl
in

ic
al

 W
or

kfl
ow

s	
sig

ni
fic

an
t a

dj
us

tm
en

ts
 a

nd
 tr

ai
ni

ng
. 	

th
e 

ad
op

tio
n 

of
 A

I t
ec

hn
ol

og
ie

s.



	  www.microbiologyjournal.org1052Journal of Pure and Applied Microbiology

Kalia et al | J Pure Appl Microbiol. 2026;20(2):1041-1056. https://doi.org/10.22207/JPAM.20.2.53

quality labelled data for training an AI model is a 
very crucial prerequisite for high-degree regression 
and classification.71,72 This can become an issue 
with rare and novel microbial species within a vast 
diversity of microbes.71 Studies have shown that 
most AI models work better on generalised data. 
In the case of heterogeneous data, most AI models 
lack perfect generalisation capability, resulting 
in overfitting or skewing of results towards the 
posterior distributions.72 Furthermore, according 
to every new data set, there is a constant need to 
adjust the priors, R-value, sensitivity and specificity 
parameters to obtain suitable results.73 This also 
becomes a problem when dealing with novel 
microbial species, where there is no idea of what 
to expect.73 Lack of estimating absolute prediction 
capabilities coupled with sub-optimal parameter 
fitting produces erroneous results and give a false 
diagnosis.73 As supervised AI rely on existing data, 
they struggle to characterize unknown pathogens 
from more than just a mere estimate. There is 
also a  clear lack of improvisation within the AI 
model on how to handle noise and bias, how 
to maintain sensitivity-specificity balance with 
polymicrobial interactions, and how to adapt 
to automatically detect rare microbial species 
within a large unlabelled sample of genomic 
data. Furthermore, high dimensionality of data, 
data quality and standardization, and variations 
in interpretations can all affect the capability 
of an AI model to produce quality results.5,71,74 
Addressing these challenges requires collaborative 
efforts to develop comprehensive, high-quality 
datasets, implement robust data preprocessing 
and standardization protocols, and design AI 
models that are both accurate and interpretable.75 
By tackling these issues, the application of AI in 
microbial diagnostics can be optimized, leading 
to improved patient outcomes and more effective 
public health interventions. The limitations of 
different AI algorithms are outlined in the Table. 

Ethical concerns
	 Apart from the aforementioned limitations 
of current AI, there certain risks and ethical 
considerations which should be understood and 
accounted for prior translational studies. Foremost 
of these issues is processing of patient data. 
Privacy and security of personal data and consent 

on the use of sensitive patient genomic and clinical 
information necessitates stringent safeguards 
to prevent breaches and misuse.76 Additionally, 
unknown biases caused by an unoptimized 
algorithm may produce false diagnoses causing 
serious repercussions on patient’s health and 
generating provident inferences based on such 
generated data. Furthermore, there is a major 
uncertainty in assessing how AI such as ANN 
reach to their conclusion. Such unknown decision 
logic may create discrepancies when subjected 
to a larger dataset. The black-box nature of many 
AI systems also compromises transparency and 
explainability of the mechanistic pathway taken to 
reach the results, making it difficult for clinicians 
to fully trust or validate the rationale behind AI-
generated decisions.45 Finally, there is a growing 
need to address access and equity, ensuring that 
the benefits of AI-driven diagnostics are not 
limited to well-resourced institutions but are made 
accessible across diverse healthcare settings to 
promote fairness and inclusivity. Addressing these 
ethical challenges is essential for the responsible 
and equitable integration of AI into clinical 
microbiology.77

CONCLUSION

	 Artificial Intelligence has matured from a 
promising experimental approach to an increasingly 
integral component of microbial diagnostics, with 
established applications in pathogen identification, 
antimicrobial resistance prediction, and outbreak 
surveillance. Technologies such as MALDI-TOF MS 
integrated with machine learning, deep learning-
enhanced genomic analysis, and AI-powered 
microscopy have demonstrated substantial clinical 
value. Recent advances, including open-set deep 
learning approaches that can identify novel 
pathogens (achieving 93% accuracy for target 
pathogens while reducing false positives by 36% 
in real-world air samples) and automated malaria 
detection systems (reaching 94.3% detection 
accuracy), demonstrate AI’s expanding capabilities.
	 In this review we have explored the 
evolution of AI in microbial diagnostics, from 
MYCIN’s rule-based systems to contemporary 
machine learning and deep learning architectures 
such as XGBoost and convolutional neural 
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networks (CNNs). Despite remarkable progress, 
several challenges continue to limit broader clinical 
adoption.
	 The specif ic ity-sensit iv ity trade-
off remains particularly pronounced when 
distinguishing closely related species or rare 
pathogens. Many AI models suffer from limited 
generalizability across diverse clinical settings, 
populations, and microbial strains, often showing 
performance degradation during external 
validation. The dependence on extensive, high-
quality labeled datasets presents additional 
barriers, particularly for emerging pathogens 
and resource-limited settings. Furthermore, the 
“black-box” nature of advanced deep learning 
models raises concerns regarding interpretability, 
transparency, and clinical trust.
	 Addressing these l imitations wil l 
require coordinated efforts across multiple 
strategic domains. Multi-centre validation studies 
are essential to establish robust real-world 
performance benchmarks beyond development 
datasets. The SEPSIS-SHIELD study exemplifies this 
approach, demonstrating successful prospective 
validation across international clinical settings 
and supporting regulatory approval. Similarly, 
hybrid intelligence systems that combine AI-driven 
analytical power with traditional microbiological 
expertise offer a pragmatic pathway toward 
reliable and clinically acceptable diagnostic 
solutions. Platforms such as TCINet and Deep 
Colony illustrate how AI can complement rather 
than replace expert judgment.
	 Future preparedness for emerging 
infectious diseases will depend heavily on adaptive 
learning frameworks, particularly open-set and 
transfer learning approaches capable of identifying 
previously unseen pathogens without extensive 
retraining. The COVID-19 pandemic underscored 
the importance of such flexibility. Standardization 
of evaluation protocols through frameworks such 
as FUTURE-AI, TRIPOD-AI, and PRISMA-AI will 
further improve reproducibility, comparability, and 
regulatory acceptance across studies.
	 Unbiased implementation of AI also 
remains a critical priority. Current geographic 
imbalances in training datasets risk reinforcing 
healthcare discrepancies. Federated learning 
approaches, which enable collaborative model 
development while preserving data privacy, may 

help address both equity and ethical concerns. 
Concurrently, regulatory frameworks must 
continue evolving to accommodate continuously 
learning AI systems while maintaining patient safety, 
transparency, and accountability. International 
harmonization of regulatory standards could 
facilitate responsible global deployment.
	 Finally, the development of explainable AI 
methodologies is fundamental to building clinician 
confidence and promoting adoption in routine 
practice. Techniques such as SHAP and LIME 
provide interpretable insights into model decision-
making, enabling clinicians to verify that AI 
predictions align with established microbiological 
and diagnostic principles.
	 In conclusion, AI possesses the potential 
to transform microbial diagnostics by improving 
diagnostic speed, accuracy, scalability, and 
clinical decision-making. However, realizing this 
potential will require rigorous validation, improved 
explainability, standardized evaluation frameworks, 
equitable data representation, adaptive learning 
capabilities, and robust regulatory oversight. 
By addressing these challenges, AI can evolve 
from a promising technological innovation into a 
trusted clinical standard that enhances diagnostic 
precision while preserving the indispensable 
expertise of microbiologists and healthcare 
professionals.
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